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Scanning for Malware

Once you have all the latest updates applied, it is time to start scanning. It is recommended to go with the “Perform full
scan” setting. Click “Scan” to get started.
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Select & scanning oplion below and then chick “Scan’.

Once you have clicked “Scan”, you will see this pop up window asking you to choose which drives you would like to
have scanned. Select the ones that you would liked to have scanned and click “Start Scan”.
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You can see what the scanning process looks like here. Malwarebytes’ Anti-Malware found 170 infected files on our
example system within the first 1.5 minutes...now that is quick! You can also see exactly where and what
Malwarebytes’ Anti-Malware is currently scanning.
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Once Scanning is Complete

Once Malwarebytes’ Anti-Malware has finished scanning your computer, it will display the number of items scanned,
the number of infected objects found, and time elapsed. Notice that it took less than 23 minutes to scan our example
system! Click “OK” to close the Scan Complete Message Window.
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The scan completed successfully. Click "Show Results’ to display all
objects found.

To see what Malwarebytes’ Anti-Malware found, click “Show Results”.
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Removing the Malware

After clicking “Show Results”, you will see the following window with a compiled list of all malware objects found. You
can see the names of the malware, category (i.e. file, memory process, registry key, etc.), and the location on your
system. Notice that for the moment that “No action taken” is listed for everything. This allows you the opportunity to
check for any false positives that might have occurred. Once you have looked over the list and verified the items that
you want taken care of, click “Remove Selected” to remove the malware from your system.
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Once Malwarebytes’ Anti-Malware has finished removing the malware, it will automatically display a scan log like this.
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If there are any malware problems that need to be removed during a reboot, you will see the following message
detailing exactly what will be taken care of as soon as you restart your computer

Click “Yes” to start the reboot process.

Certain items could not be removed! The first few are listed below. All
tems that could not be removed have been added to the delete on
reboot list. Please restart your computer now. A logfile was saved to the
Logs folder,

C:\Program Files\MyWebSearch\bar\1.bin\F3HKSTUB.OLL
C:\Program Files\MyWebSearch\bar\1.bin\MWSOESTB.DLL
C:A\Program Files\MyWebSearch\bar\l.bin\MWSSVC.EXE
\program files\spywarestop\SpywareStop.exe
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Your computer needs to be restarted to complete the | process.
Would you like to continue?

I Yes ; No J
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